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(54) Portable electronic device having a log-structured file system in flash memory 



(57) A portable electronic device includes a log- 
structured file system implemented in flash memory. 
The log-structured file system includes a write function 
for storing contiguous data records to the flash memory 
in the form of at least one data log, although the system, 
may write data records to the flash memory using a plu- 
rality of data logs. The log-structured file system also 
includes a read function for retrieving data records from 
the one or more logs using a plurality of memory 
mapped pointers, which may be stored in an associated 
RAM index; or which may be implemented as an index 
stored in the flash memory. A clean-log function is also 
provided for eliminating inactive records from the log so 
that new data^ can be appended to the end of the log. 
The various functions associated with the log-structured 
file system are implemented as at least three software 
modules, a read module, a write module and a clean-log 
module, although other configurations are possible. The 
portable electronic device may include a two-way RF 
transceiver for sending and receiving data from the 
device, and may also include a plurality of application 
programs that are configured to interact with the log- 
structured file system, as well as other software mod- 
ules for controlling the operation of the portable elec- 
tronic device. 
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BACKGROUND OF TMP ^ 

1 . Technical FiPiri 

[0001] The present invention is directed to the field 
of data storage and retrieval in portable electronic 
devices typically having limited processing and memory 
capabilities, such as two-way wireless paging comput- 
ers, PDAS, P/PCs, H/PCs, etc. More particularly, the 
present invention provides a portable electronic device 
having a software-implemented log-structured file sys- 
tem for storing and retrieving data from an electrically- 
erasable flash memory store. The system preferably 
stores data in at least one log as a plurality of contigu- 
ous variable-length records. The invention also provides 
memory mapped pointer access to the individual data 
records. Alternatively, certain implementations of the 
invention provide: (1) a plurality of logs for storing 
records that change at different relative frequencies in 
order to improve system performance; and (2) storing 
multiple versions of the data records in the log. 

2. Description of thp Related Art 

[0002] Portable electronic devices are typically 
characterized by limited electrical power, limited 
processing capability and limited storage capacity. 
Since these devices are portable, they must also be 
light-weight and small. Thus, it is desirable to provide 
such a portable eiearonic device with a memory stor- 
age medium that is low power, small in size, high-capac- 
ity, and rugged. Semi-conductor chip memories have 
proven useful in meeting these requirements. 
[0003] Particularly useful for this application is flash 
memory. Rash memory is a type of electrically-erasable 
programmable read-only memory. Flash is a non-vola- 
tile memory characterized by a plurality of memory cells 
implemented with a floating-gate field effect transistor 
("FET"). An electrical charge can be permanently 
trapped on the floating gate of the FET, thus effecting a 
write operation to the memory cell. Trapping a charge 
on the floating gate ("programming") requires only mod- 
estly more time than charging the gate of an FET used 
in dynamic random access memory ("RAM"), and 
requires no special control circuitry. However, rerrioving 
the trapped charge ("erasing") takes significantly longer 
for flash, and requires expensive on-chip circuitry. In 
currently available flash memories, this erase time may 
be as much as two orders of magnitude slower than the 
programming time. As a result, flash manufacturers pro- 
vide a fine-grain mechanism for imparting charges to 
the floating gate, pertiaps as small as a few bytes at a 
time, and a course-grain mechanism for removing 
charge from the floating gate, perhaps a block of many 
kilobytes. 

[0004] Presently known portable electronic devices 
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using intennedlate block-sized RAM buffers to store 
active data (i.e., the RAI^^er is at least as large as 
one block of flash memoTff Updates to the data are 
5 performed in the RAM buffer. Reads are performed by 
accessing the RAM buffer. Periodically, the contents of 
the RAM buffer replaces the contents of the particular 
flash memory block to which it is temporarily refer- 
enced. Another flash block can then be read Into the 
10 RAM if different data becomes active. 

[0005] These types of potable electronic devices 
suffer from many disadvantages. First, these systems 
are prone to lose data. If important data is stored in the 
RAM buffer (a volatile storage media) and has not been 
15 programmed into the flash device, and power is lost, 
then the important data is also lost. In order to cure this 
problem, these devices must flush the RAM buffer(s) to 
flash memory before committing a transaction, and as a 
result they typically flush the RAM buffer(s) at frequent 
20 rates. But this results in low write-efficiency to the flash 
memory since a buffer flush requires an erase step and 
a programming step for the entire flash block. The fre- 
quency of flushing the buffer may additionally result in 
shorter lifetime for the flash, which degrades as the 
25 number of erases increases. Secondly, a large amount 
of RAM is required in these systems since current flash 
memory devices include large block sizes, typically on 
the order of 64 Kbytes or greater. The overhead cost in 
accessing the flash through RAM buffers also extends 
30 to applications operating on the portable device. These 
applications must also maintain RAM buffers in order to 
read and write to the RAM buffers in the file system. 
Thus even more RAM Is required to support the file sys- 
tem. More RAM results in Increased cost and size of the 
35 portable electronic device. And finally, these devices 
typically exhibit tow read efficiency because of the over- 
head In calling the operating system, perfonning a con- 
text switch, possibly changing protection domains, and 
in trying to decide rf the most up to date copy of the data 
^0 is in RAM or the flash memory. 

[0006] Therefore, there remains a general need in 
this field for a portable electronic device having a data 
storage and retrieval system for storing data in flash 
memory that overcomes the many disadvantages of the 
45 presently known devices. 

SUMMARY O FTHF INVFM Tin[v | 

[0007] A portable electronic device is provided that 
50 includes a log-structured file system implemented in 
flash memory. The log-structured file system preferably 
includes a write function for storing contiguous data 
records to the flash memory in the form of at least one 
data log, although alternatively, the system may write 
55 data records to the flash memory using a plurality of 
data logs that may be arranged in parallel, hierarchi- 
cally, or both. The data records are preferably linked 
together in a linked-list structure, including a record 
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header for maintaining link dg^^nd the linked records 
may funher form a piurality ^^es that may aiso be 
iinked together in a linked-list structure. The log-struc- 
tured file system also preferably includes a read func- 
tion for retrieving data records from the one or more logs 
using a plurality of memory mapped pointers, which 
may be stored in an associated RAM index, or which 
may be implemented as an Index stored in the flash 
memory. A clean-log function is also provided for elimi- 
nating inactive records from the log so that new data 
can be added. 

[0008] The various functions Included with the log- 
structured file system are preferably implemented as at 
least three software modules, a read module, a write 
module and a clean-log module, although other mod- 
ules and configurations are possible. The portable elec- 
tronic device may further include a two-way RF 
transceiver for sending and receiving data from the 
device, and may also include a plurality of application 
programs that are configured to interact with the log- 
structured file system and as other software modules for 
controlling the operation of the portable electronic 
device. 

[0009] According to one aspect of the invention, a 
portable electronic device is provided that includes a 
microprocessor, an electrically erasable flash memory 
store, a two-way radio-frequency transceiver, and a log- 
structured file system for storing data in the flash mem- 
ory store. In this aspect of the invention, the log-struc- 
ture file system includes: (a) a write software module for 
writing data to the flash memory as a sequence of con- 
tiguous records; (b) a read software module for reading 
data from the flash memory using a plurality of memory 
mapped pointers Into the flash memory store; and (c) a 
clean-log software module for cleaning inactive records 
from the flash memory store in order to make room for 
additional data. The microprocessor preferably exe- 
cutes the software modules of the log-structured file 
system in order to write data to the flash memory, read 
data from the flash memory, and clean Inactive records 
from the flash memory, and also controls sending and 
receiving data from the portable electronic device via 
the two-way radio-frequency transceiver. 
[0010] Another aspect of the invention provides a 
portable electronic device including a log-structured file 
system for storing a log of contiguous data records in a 
flash memory store, and for reading data from the flash 
memory store using a plurality of memory mapped 
pointers that reference the Individual data records. 
Additionally, the plurality of memory mapped pointers 
may be stored in a RAM associated with the portable 
electronic device, or they may be stored In an index in 
the flash memory store. A two-way radio-frequency 
transceiver for sending and receiving data over a wire- 
less data network is alternatively included. 
[0011] In another aspect of the invention, a portable 
electronic device is provided that includes a flash mem- 
ory store and a log-structured file system for storing a 



plurality of logs ol^ptiguous data records in the flash 
memory store, and for reading data from the flash mem- 
ory store using a plurality of memory mapped pointers 
that point to the Individual data records, wherein at least 

5 one of the logs of contiguous data records stores rela- 
tively-volatile data records {i.e., those data records that 
change with relatively high frequency), and at least one 
other log stores relative ly-involati I e data records (/,e., 
those data records that change less frequently than 

10 those stored in the first log). Alternatively, the log that 
stores the relatively- volatile records is termed the "hot" 
log, and the log that stores the relatively-involatlle 
records is termed the "cold" log. There may be multiple 
levels of hot and cold logs depending upon the imple- 

15 mentation. 

[0012] Still another aspect of the invention provides 
a portable electronic device for sending and receiving 
data via a wireless digital data network. A device 
according to this aspect of the invention includes a 

20 microprocessor, an electrically erasable flash memory 
store, a two-way radio-frequency transceiver, and a log- 
structured file system for storing the data in the flash 
memory store, the log-structure file system including a 
write software module, a read software module and a 

25 clean-log software module. In this aspect of the Inven- 
tion, the microprocessor executes the software modules 
of the log-structured file system in order to write data to 
the flash memory, read data from the flash memory, and 
clean inactive data from the flash memory, and controls 

30 sending and receiving data from the portable electronic 
device over the wireless digital data network via the two- 
way radio-frequency transceiver. 
[0013] Yet another aspect of the Invention provides 
a two-way wireless paging computer, comprising: a 

35 microprocessor, an RF transceiver for sending and 
receiving data; a flash memory store for storing data 
sent and received by the two-way wireless paging com- 
puter, and a log-structured file system under the control 
of the microprocessor for storing one or more data logs 

40 in the flash memory store, the log-structured file system 
including software modules for writing contiguous data 
records to the log, for reading data records from the log, 
and for cleaning the log by removing inactive data 
records from the log to make room for new data records. 

45 [0014] These are just some of the many aspects of 
the invention that will become apparent from reviewing 
the detailed description of the drawings, set forth below. 
Other aspects not specifically noted, or which are insub- 
stantially different or which include elements that are 

50 substantially the same as those shown in the detailed 
description are within the scope of the present inven- 
tion, 

[0015] The present invention overcomes the disad- 
vantages of presently known portable electronic devices 
55 storing data in flash memory, and also provides many 
advantages. Two of the primary advantages of the 
present invention are improved write efficiency and 
improved read efficiency. Better write performance is 
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tional paradigm for writing to flash, I.e., through a RAM 
buffer This traditional approach to st(^ data in flash 
memory disadvantageously selects toSions for writes 
that force an erase to be perfonned before any write can 
be committed to memory, thus resulting in a view of 
flash memory as a storage device with fast read times 
but slow overall write times. By distinction, the log-struc- 
tured file system implemented in the present invention 
divorces erases from writes, resulting in a view of flash 
memory as a storage device with three operations: fast 
reads, slightly slower writes, and very slow bulk erases. 
Using the teaching of the present invention, application 
programs operating on the portable electronic device 
can write data on demand, but the system delays the 
flash memory erase cycle until a more convenient time 
such as when the device is idle. Thus, application pro- 
grams and their users do not have to wait through an 
erase operation, as is generally the case with presently 
known devices. 

[0016] Better read efficiency is achieved by also 
rejecting the paradigm of a RAM buffer. The present 
invention recognizes that, although flash is used as a 
non-volatile data storage device like a magnetic disk or 
tape, it has read characteristics that are similar to RAM 
e^. fine granularity of data to be read and high read 
speed. Instead of reading through a RAM buffer, the 
present invention returns a pointer directly into flash that 
references the record to be accessed. Because the 
record is contiguous, the application program can then 
read the data directly from flash by dereferencing the 
pointer within the length of the record. Using this tech- 
nique, the present Invention eliminates both the transfer 
time and the overhead time for a context switch neces- 
sary with the RAM buffer approach. 
[0017] Other advantages of the present invention 
include: (1) operates on less RAM than presently known 
systems, while maintaining support for applications that 
manipulate relatively large data files; (2) reduces the 
potential for data loss caused by a system reset; (3) by 
storing data as a plurality of contiguous records, the 
present invention enables applications to reference data 
using memory mapped pointers into the file system 
which also enables easier programming of applications! 
and (4) retains and, in some cases improves upon, the 
characteristics desirable in portable electronic devices, 
such as low power consumption, smalt size, low weight 
and low price. 

[001 8] These are just a few of the many advantages 
of the present invention, as described in more detail 
below in terms of the prefen-ed embodiments. As will be 
appreciated, the invention is capable of other and differ- 
ent embodiments, and its several details are capable of 
modifications in various respects, all without departing 
from the spirit of the invention. Accordingly, the draw- 
ings and description of the preferred embodiments set 
forth below are to be regarded as illustrative in nature 
and not restrictive. 
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[0019] The present lotion satisfies the general 
need noted above and prfmes many advantages as 
will become apparent from the following description 
when read In conjunction with the accompanying draw- 
ings, wherein: 

FIG. 1 is a block diagram of a prefen-ed hardware 
architecture for a portable electronic device having 
a log-structured file system implemented in flash 
memory; 

FIG. 2 is a block diagram of a prefen-ed software 
architecture for the portable electronic device 
shown in FIG. 1; 

FIG. 3 Is a block diagram illustrating the logical lay- 
out of records in the log implemented in flash mem- 
ory; 

FIG. 4 is a block diagram illustrating how new ver- 
sions of a modified record are stored in the logical 
layout of records in the log implemented in flash 
memory; 

FIG. 5 Is a block diagram illustrating a logical view 
of how the log is cleaned; 

FIG. 6 Is a flow chart showing a series of steps car- 
ried out by a prefen-ed software implemented read 
module included in the log-structured file system; 

FIG. 7 Is a flow chart showing a series of steps car- 
ried out by a preferred software Implemented write 
module included in the log-structured file system; 

FIG. 8 is a flow chart showing a series of steps car- 
ried out by a preferred software implemented clean- 
log module included in the log-structured file sys- 
tem; 

FIG. 9 Is a block diagram illustrating a preferred for- 
mat for data records, file header records, and a root 
record; and 

FIG. 1 0 is a flow chart describing a preferred mode 
of operation of the portable electronic device shown 
in FIG. 1, in which cleaning and erasing of the log 
structured file system is done when the device is 
idle. 



DETAILED nF.qrRiPTir>M qftHF HRAWiMr^Q 
55 1 . Hardware Descri ptinn 

[0020] Turning now to the drawing figures, Figure 1 
is a block diagram of a preferred hardware architecture 
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for a portable electronic devic^B) having a log-struc- 
tured file system implemente^n flash memory 24 
according to the present invention. The portable elec- 
tronic device 10 preferably Includes a central process- 
ing unit ("CPU") 12. a chip selector 20, RAM memory 5 
22, and a flash memory store 24. The flash memory 
store 24 may include a code storage portion 24A and a 
data storage portion 24B. The preferred portable elec- 
tronic device 10 shown in Figure 1 may also include 
user-interface hardware 14, such as a keyboard, roller, 70 
display, and a serial driver, etc. Other user-interface 
components may also be utilized with the portable elec- 
tronic device of the present invention. In addition, the 
preferred device 10 includes a two-way RF transceiver 
for sending and receiving data from the portable elec- 15 
tronic device, the RF transceiver comprising a digital 
signal processor ("DSP") 16 and an RF ASIC 18. 
[0021] Although the prefen-ed hardware embodi- 
ment of the present invention is shown in Figure 1, it is 
to be understood that the present invention can be uti- 20 
lized with any portable electronic device having a flash 
memory store. In particular, the present Invention can 
be utilized with any type of PDA, paging computer, 
P/PC, H/PC, or any other type of small, portable elec- 
tronic data storage device in which system and/or user 25 
data is stored in flash memory. The inclusion of the two- 
way RF transceiver is an optional feature of the Inven- 
tion. 

[0022] Operationally, the CPU 12 controls the func- 
tionality of the portable electronic device 10. It is cou- 30 
pled to the user-interface devices 14 in order to receive 
input from a user of the device, and also to provide out- 
put to the user. The CPU 12 preferably executes a plu- 
rality of operating system, file system and application 
software routines, as described in more detail below in 35 
connection with Figure 2. These software routines (or 
modules) are preferably stored in the code section 24A 
of the flash memory store 24, although alternatively 
they may be stored in a ROM device, or they could be 
stored in a battery backed RAM. The inventive log- 40 
structured file system (preferably including read, write 
and clean-log software modules) is preferably stored in 
code section 24A of the flash memory store 24. These 
modules are part of the overall software architecture of 
the portable electronic device 1 0 (as shown in Figure 2), 45 
and are preferably executed by CPU 12 in order to cre- 
ate the inventive log-structured data store 24B of the 
present invention. The log-structured data store 24B is 
described in more detail below in connection with Fig- 
ures 3-5, and the steps carried out by the preferred soft- so 
ware modules of the log-structured file system stored in 
the code section 24A are described in more detail below 
in connection with Figures 6-8. 
[0023] The CPU 12 is also coupled to a RAM 22 
through an optional chip-selector 20. The chip selector 55 
20 couples the CPU 1 2 to one of the flash memory 24 or 
the RAM 22. It is important to note that RAM 22 is not a 
RAM-buffer for reading and writing data to the fiash 



memory 24, as ^^esently known devices. In the 
present Invention. RAM 22 Is primarily used as a 
scratchpad memory for various applications executed 
by the CPU 12. and may also be used to store a mem- 
ory map index of pointers into the data log. This mem- 
ory map index enables applications operating on the 
portable electronic device 1 0 to quickly access any data 
records in the data store 24B by referencing the appro- 
priate pointer. Alternatively, this memory map may be 
stored as an index in the flash data store 24B. however, 
because the data that comprises the index is updated 
relatively frequently it is more preferable to store this 
structure in RAM. In the context of this invention, the 
temn "index" means a data structure or structures that 
is(are) used to locate particular records. The exact 
structure of the index may take many forms. It is also 
important to note that in the present invention only a 
small RAM is used, on the order of about 10-32 KB. 
whereas in the presently known devices that use a 
RAM-buffer to access the flash memory, a much larger 
RAM would be required, on the order of about 128-256 
KB. This is one major advantage of the present inven- 
tion over conventional technology - less RAM is 
required --, which in turn reduces the power consump- 
tion, size and cost of the portable electronic device 10. 
[0024] CPU 12 may also be coupled to an external 
network using the optional two-way RF transceiver com- 
prising DSP 16 and RE ASIC 18. The RE ASIC 18 pref- 
erably sends and receives signals from the portable 
electronic device 10 through an antenna 17 over a wire- 
less data network, preferably a packet data network 
such as the Mobitex or Ardis networks. Any other wire- 
less interface could also be used, such as CDMA, 
TDMA, CDPD. etc. The DSP 16 processes these sig- 
nals and passes the incoming data to the CPU 12. The 
DSP 1 6 also processes outgoing data from the CPU 12 
and passes the outgoing data to the RF ASIC 1 8 for 
transmission on the preferred wireless data network. 

2. Software ArchitQcture 

[0025] Figure 2 is a block diagram of a preferred 
software architecture for the portable electronic device 
shown in Figure 1 . As noted above, the various software 
components of this preferred architecture may be stored 
in the code portion 24A of flash memory 24. or could be 
stored in ROM. RAM or some other non-volatile storage 
medium of the portable electronic device 10. The pre- 
ferred software architecture includes an application 
environment 30-42 and a plurality of applications 44- 
46N. 

[0026] The application environment preferably 
includes an operating system kernel 32, a log-struc- 
tured file system 30, user interface modules 36, and I/O 
drivers 34. which may include a keyboard, display, 
serial, and other drivers. The OS kernel 32 includes the 
basic system functions for controlling the various hard- 
ware elements shown in Figure 1, and for linking to and 



communicating with the other modules in the applica- 
tion environment. The log-structured ^^ystem 30 of 
the present Invention is described in ri^^ detail below 
in connection with Figures 3-9. It should be noted how- 
ever, that the file system 30 is in communication with the 
OS kernel 32, and also couples to the numerous appli- 
cation programs 44-46N, which are configured to read 
and write data to the data store 24B of the flash memory 
24 via the software-implemented modules of the log- 
structured file system 30. The user interface 36 and I/O 
modules 34 are configured to control the I/O hardware 
elements 14, such as the keyboard, roller, display or 
serial driver, and to present a graphical user interface to 
the user of the portable electronic device 10. The vari- 
ous application programs 44-46N are also in communi- 
cation with the user interface 36, such that data and I/O 
options for the particular application are presented 
through a common user interface. This makes the port- 
able electronic device 10 easier to use, since each 
application has similar controls and a uniform "look and 
feel." 

[0027] There are numerous application programs 
44, 46A-46N that can be used with the present Inven- 
tion. Of particular note is an e-mail application 44 for 
sending and receiving e-mail communications. This 
application is particularly relevant In the embodiment of 
the invention having a wireless interface, because a 
user of the device 1 0 can then send and receive e-mail 
no matter where they are located. Other applications 
that can be included in the device 10 are shown in Fig- 
ure 2 as 46A-46N, and may include an organizer, a cal- 
endar, a to-do list, an address book, a billable hours 
module, a timecard module, games, other communica- 
tion tools, etc. A common feature In each of these appli- 
cations is that they are configured to read and write data 
to the device 10 through the inventive log-structured file 
system 30. In particular, these applications can be con- 
figured to read data from the log simply by dereferenc- 
ing a pointer into the data store 24B, which is retrieved 
from the memory-mapped pointer index (described in 
more detail below.) By configuring the applications in 
this manner, a time-consuming context-switch of the 
CPU 12 is avoided, thus resulting in far better read per- 
formance for the electronic device 1 0. This Is just one of 
the many advantages of the present invention. 
[0028] The application environment may also 
include modules for enabling two-way RF transmission 
of data via the DSP 1 6 and RF ASIC 1 8 shown in Figure 
1 . These modules may include a transport protocol 38, 
a wireless network protocol 40, and signal processing 
module 42. The transport protocol 38 provides fault-tol- 
erant communications functions to and from the various 
application programs 44-46N, the wireless network pro- 
tocol 40 implements the particular network protocol 
used by the wireless data network associated with the 
portable electronic device 10, such as the protocol for 
the Mobitex network, and the signal processing module 
42 provides a number of software-implemented signal 



processing functions (preferably executed by DSP 16) 
for enabling the portable ^^tronic device 10 to send 
and receive data in a relialRashion and under a vari- 
ety of conditions. 

5 

3. LoQ-Structured File Svstem 

[0029] The remaining drawing figures (Figures 3- 
10) describe the inventive log-structured file system 30 
10 of the present invention. This file system 30 is Imple- 
mented in flash memory 24 as two components, a code 
portion 24A, which stores the pretended software mod- 
ules of the file system 30 (and which may also store the 
software modules of the application environment 32-42 
IS as well as the applications 44-46N), and a data store 
portion 24B, which may be divided into one or more 
data logs for storing the variable-length data records. 
The prefen-ed file system 30 includes at least three 
modules: a read module, a write module and a clean-log 

20 module. These software-implemented modules are 
described in more detail in connection with Figures 6, 7 
and 8, respectively Figures 3-6 show an example data 
log implemented in the data store 24B consisting of a 
plurality of active and inactive data records stored 

25 according to the methodology of the present invention. 
These figures describe various operations on the log 
that are associated with the prefen-ed read, write and 
clean-log modules. Figure 9 shows example data 
record, file header and root record fomnats for the pre-. 

30 fenred log-structured file system data. And Figure 10 
describes a preferred mode of operation of the portable 
electronic device shown in Figure 1 in which cleaning 
and erasing of the log structured file system is done 
when the device is idle. 

35 [0030] In general, the log-structured file system 30 
writes all data onto the end of a "log." This is so even 
when a write is replacing data that is already stored in 
the file system. In this case, the previously existing ver- 
sion of the particular data item is marked as "inactive," 

40 although it is not immediately removed from the log. As 
data is written to the end of the log, and the log is 
extended throughout the memory store. Eventually, as 
more data is appended onto the log, the system 
progresses to the end of the memory store, and it then 

45 loops back to the beginning of the memory to determine 
whether certain inactive records can be removed to 
make space for new data. This later step is referred to 
as "cleaning" the log. Thus, any log in the data store 
24B of the log-structured file system can be viewed as a 

50 circular buffer. Figures 3-5 present an example data log 
in this circular-buffer format. 

[0031 ] Turning back to the drawing figures. Figure 3 
is a block diagram illustrating the logical layout of 
records in a single log implemented in the flash data 
55 store 24B. As described previously, the system is also 
capable of creating multiple logs within the data store 
24B in order to store records that change at differing fre- 
quencies (the "hot" and "cold" concept). The single log 
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24B Shown in Figure 3 Incl^^ a plurality of active 
records 50 and inactive recor^Kz. Schematically, Fig- 
ures 3-5 include two parts depicted as concentric rings. 
The outer ring shows the logically layout of the active 
and inactive data records in the log, and also shows the 
various system pointers that are used by the log struc- 
tured file system. The Inner ring shows the physically 
layout of the flash memory devices, which are config- 
ured as coarse-grained erase blocks 51A-51N. These 
erase blocks are labeled 'Block 0" to 'Block N" to indi- 
cate that there may be any number of erase blocks 
depending on the size of the flash memory data store 
246. and the granularity of the flash device. It should be 
noted that in a typically flash memory device having 
these types of coarse-grained erase blocks 51 , an entire 
erase block must be erased at a time. 
[0032] Each record in the log is a contiguous varia- 
ble-length entry into the data log 24B. The active 
records 50 are those records that are the latest version 
of a particular data Item written to the log. Inactive 
records 52 are those records that have been super- 
ceded by a newer version of the same data item. The 
Inactive records 52 are not immediately removed from 
the log, as this would require a lengthy erase cycle as 
each record 52 became Inactive. Instead, they are 
maintained In the log until the memory store becomes 
substantially full, at which time the clean-log module 
(described in more detail below) consolidates enough 
space In the log to accommodate new data records. 
[0033] A data record is stored by appending it to the 
end of the log. Several pointers are used by the log 
structured file system to manage the write and clean 
operations of the log. These pointers Include a "Log 
Point" 54A. "Erase Point" 54E. and "Clean Point" 54B. 
The current end of the log is generally referred to as the 
Log Point 54A. The Erase Point 54E indicates the last 
point that is erased. And the point to which the log could 
be extended Into the next erase block 51 A with new data 
without colliding with old (but active) data is referred to 
as the "Clean Point" 54B. The space between the Log 
Point 54A and the Erase Point 54E is the "Log Head- 
room" 54. The Log Headroom represents the space 
available in the log for writing new data without having to 
conduct clean-log and erase-block operations. The 
space between the Erase point 54E and the Clean Point 
54B is the Eraseable Area The Eraseable Area repre- 
sents the space in the next flash block 51 A that could be 
erased in order to add space to the Log Headroom. 
However, because of the physical structure of the flash 
memory, this area cannot be erased without losing data 
until the Clean Point extends to the end of the next block 
51 A When this happens, the next erase block 51 A can 
be cleaned and erased so that new data records can be 
appended onto the log into the next block 51 A, and the 
Erase Point is moved to the beginning of the next erase 
block (or "Block r)51B. 

[0034] The log structured file system writes the 
desired data record into a target portion of the flash data 



store 24B startinj^he Log Point 54A and continuing 
for the length of the desired record (as described in 
more detail in Figures 7-8). In flash memory, a write is 
physically performed by "anding" the desired values for 

5 the new data record to the values in the target portion of 
the flash data store 24B. This is so because the erasure 
of the current Log Headroom 54 (either initially or by the 
cleaning operation) set the values in the target portion 
of the flash data store 24B to physical "one." 

10 [0035] The file system stores the numerous data 
records as contiguous variable-length blocks (i.e., not 
fragmented as in a typical disk drive file system). The 
contiguous nature of this storage technique allows the 
flash memory 24 to be treated somewhat like a tape 

IS drive. As shown in Figure 9, each record 140 preferably 
includes a header structure. The header of the data 
record 140 may include the following fields: (a) data 
size; (b) flags; (c) record ID; (d) next record link; and (e) 
header size. The data size field indicates the size in 

20 bytes (or some other measure) of the data stored in the 
particular variable-length record. The flags field 
Includes at least one status bit that indicates whether 
this record is active or inactive, and may include other 
flags, such as a version flag indicating the record ver- 

25 sion, as well as other indications. The record ID identi- 
fies the particular record. This field could be a cursor 
into a table of memory mapped pointers (either stored in 
RAM or in the flash memory), or it could be part of a 
multi-level Indexing structure that is used to uniquely 

30 identify the location of a particular record. The header 
size field stores the size of the header. 
[0036] The next record link field is a pointer to the 
record ID of the record that Is linked to this particular 
record. This field may be used when the records are 

35 written to the log as a sequence of linked lists, where a 
plurality of records in a given list are associated with a 
particular file. In this case, a file header record 142 may 
also be used with the system. The file header record 
142 includes: (a) flags; (b) a first record link; and (c) a 

40 file name. The file header record may also include a 
next file link to another file, such that the files in the log 
can also be stored as a linked list The flags field may 
contain information regarding whether this is an active 
or inactive file header, and the first record link may con- 

45 tain the record ID of the first record associated with the 
particular file. The file name field stores the name of the 
file. 

[0037] Also shown in Figure 9 is a root record. The 
root record stores version Information about the log 
50 structured file system that is used at boot of the portable 
electronic device 1 0 to determine certain characteristics 
of the log structured file system that may effect its oper- 
ation and configuration. 

[0038] Figure 4 is a block diagram illustrating how 
55 new versions of a modified record are stored in the log- 
ical layout of records in the log. In this diagram, the cur- 
rent version of a particular record 56 is shown near the 
Log Headroom portion 54 of the flash memory store 
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24B. Prior versions of this same data record, which are 
labeled as 56A, 56B and 56C are ioc^^ closer to the 
front of the log (i.e., closer to the Log^Rdroom, which 
precesses in a counter-clockwise fashion around the log 
structure.) Each of these versions will preferably have a 5 
flag set in their headers to indicate that these are "inac- 
tive" records. And thus, If the log-structured file system 
needs to clean additional space from the log, these 
records can be erased without copying them to another 
location, since they are not active. 
[0039] FIG. 5 is a block diagram illustrating a logical 
view of how the log is cleaned. It is instructive to under- 
stand this diagram at two points in time - time T1 . which 
is before the cleaning operation occurs, and time T2, 
which is after the cleaning operation. At time T1 , the Log is 
Headroom 54 is defined by the "Old Log Point' 54C and 
the Erase Point 54E, and the Eraseable Area is defined 
by the "Old Clean Point" 54D and the Erase Point 54E. 
But the system needs more space than that defined by 
the Log Headroom 54 at time T1 . and thus a clean-log 20 
and erase block operation must occur. As noted previ- 
ously, the flash data store 24B is physically divided Into 
a plurality of relatively large erase blocks 51 A-51N. The 
current position of the "Erase Point" 54E at time T1 
points to the beginning of the next full data block 51 A 25 
into which the log can extend. During the clean log oper- 
ation, the log-structured file system 30 (and in particular 
the clean-log module) examines the data records that 
are stored in the next erase block 51A ("Block 0") 
pointed to by the Erase Point 54E. In the example case 30 
shown in Figure 5. only one active record 58 is found In 
the erase block 51 A at time T1. This record 58 cannot 
be erased since it is active, and therefore it must be 
moved to another area of the log prior to erasing the 
block 51 A. The other records 60 in the erase block 51 A 35 
are inactive, and therefore can be erased to create addi- 
tional headnDom. 

[0040] In order to clean the log and create a new 
larger Log Headroom 64 at time T2 the file system cop- 
ies the one active record 58 to the end of the log. Having 40 
written a new record to the end of the log, the Old Log 
Point 54C is changed to a position just after this new 
record 58 the New Log Point 54A. The system contin- 
ues through the current erase block 51 A by Increment- 
ing the Clean Point (and moving active records if found) 45 
until the Clean Point reaches the end of the erase block 
51 A. The erase block 51 A is then erased. The "New 
Clean Point" 54B points to the beginning of the first 
active record; the next block 518. Having erased block 
51 A, the Erase Point is also moved to the beginning of so 
the next block 51 B. Thus, the size of the new Log Head- 
room Is the size of the old Log Headroom 54 plus the 
space previously occupied by the Inactive records 60. In 
this manner, additional headroom has been created for 
appending new data records to the log. Preferably the 55 
system will immediately copy the active record to its 
new location during the clean operation, but it may defer 
the erase operation until the device 10 is idle. Figure 10 



describes this preferred mode of operation in more 
detail. This Is done bec^^the erase operation may 
take several seconds. InlBi manner, the user of the 
device does not have to wait while the system creates 
enough space in the log to save a particular data record. 
[0041] Although Rgures 3-5 show the creation of a 
single log for storing data in the portable electronic 
device 10, other configurations are possible. For exam- 
ple, the system could partition the flash memory store 
24B to include two separate logs, one for relatively-vol- 
atile data records that change rapidly (the "hot" log) and 
one for relatively-involatile records that change slowly 
(the "cold" log). Or the system could partition the store 
24B into more than two logs, or it could link the logs 
together in a variety of logical structures, depending 
upon the particular application of the portable electronic 
device 10. 

[0042] Turning now to the remaining drawing fig- 
ures, Figures 6-8 set forth flow charts describing a pre- 
fen^ed series of software-implemented steps carried out 
by the modules of the log-structured file system 30 to 
read and write data to the log, and to clean the log. Fig- 
ure 6 is a flow chart showing a series of steps carried 
out by a preferred software-implemented read module 
included in the preferred log-structured file system of 
the present invention. 

[0043] The read module methodology begins at 
step 70, where an application program (such as an e- 
mail application) requests data from a particular data 
record stored In the flash data store 248. The read mod- 
ule looks up the cun-ent location of this record at step 
72, preferably using a RAM-based index that stores a 
memory mapped pointer directly into the data store 
24B. Alternatively, the lookup step 72 may use an index- 
ing structure stored in flash memory 24B, or some other 
data store. At step 74, the read module determines 
whether or not the requested record exists in the flash 
store 24B. If not, then an en-or is returned to the applica- 
tion at step 76, and the read operation ends 78. If the 
record does exist, then at step 80, the read module 
returns a memory mapped pointer to the requesting 
application, such that the application can now directly 
reference the requested record. The application then 
dereferences the pointer at step 82 to access data 
stored in the record, and the read operation ends 78. 
[0044] Figure 7 is a flow chart showing a series of 
steps carried out by a preferred software Implemented 
write module included in the prefen-ed log-structured file 
system of the present invention^ The methodology of 
the write module begins at step 90, in which an applica- 
tion program modifies some record data, or creates new 
record data. The module then determines the cun-ent 
system pointers at step 92, At step 94, the write module 
determines if sufficient Log Headroom 54 exists to 
append the modified data record by comparing the 
space between the Erase Point 548 and the Log Point 
54B and the size of the modified (or new) record plus 
the minimum Log Headroom required to perform a 
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clean operation. If sufficient ri^^oom does not exist to 
complete the write operatiot^ien control passes to 
step 96, where the next block of the flash memory is 
cleaned using the clean-log module, described below in 
connection with Figure 8, and then to step 98, where the 
next block is erased. 

[0045] But if sufficient headroom does exist at the 
end of the log 24B, then the write module "programs" 
the modified data record into the flash memory store 
24B at step 100 starting at the cun-ent Log Point 54B. 
This programming step invokes "and-ing" the modified 
(or new) record data to the erased end of the log. At 
step 102, the Log Point 548 is modified by adding the 
size of the modified (or new) data record that was just 
programmed in step 100. Control then passes to step 
104, in which the prior version of the data record (if 
there is one) is marked by flipping a flag in its header to 
indicate that the prior version is now an inactive record. 
The write operation then ends 106. and the file system 
is ready for another operation. 

[0046] Figure 8 is a flow chart showing a series of 
steps canned out by a preferred software-implemented 
clean-log module included in the preferred log-struc- 
tured file system of the present invention. The clean-log 
module operates to increase the Log Headroom to 
accommodate additional data records when the head- 
room becomes low. The clean-log module operates on 
a block basis, cleaning an entire flash block at a time. 
[0047] The cleaning operation begins at step 110, 
in which the clean-log module is called from the write 
module, when the write module detennines that Log 
Headroom 54 is low. The clean-log module then looks 
up the cun-ent Clean Point 54D at step 1 12. Control then 
passes to step 1 14, where the clean-log module Initial- 
izes a Scan Point variable and sets it equal to the cur- 
rent Clean Point 54D. The Scan Point variable will be 
used to scan into the used portion of the log beyond the 
current Clean Point in order to determine which records 
to copy and which to discard. At this step, the module 
also sets an End Point variable equal to the end of the 
current erase block 51 A containing the Clean Point 54D. 
[0048] Having initialized the appropriate variables, 
the clean-log module then enters a loop 1 16-132, which 
is tested by the condition of whether the cun-ent Scan 
Point is equal to the End Point of the cun-ent block of 
flash memory {i.e., that the entire erase block 51 A has 
been scanned.) For now. it is assumed that the Scan 
Point is not equal to the End Point. Thus, control of the 
clean-log enters the loop. At step 124. the module 
checks the header of the record located at the Scan 
Point to detemnine whether it is an active record or an 
inactive record. If the record at the Scan Point is inac- 
tive, then at step 126, control branches to step 132, 
where the Scan Point is incremented by the size of the 
cun-ent record. By incrementing the Scan Point in this 
manner, this record will be subsequently erased without 
being copied to the end of the log. If, however, at step 
126 the module determined that the record at the Scan 



Point was an ac^^record, then control branches to 
steps 128 and 130, in which the contents of the current 
record are appended to the end of the log, and the Log 
Point 54A is incremented by the size of the record. Hav- 

5 ing relocated the active record, control then passes to 
step 132. and the Scan Point is again incremented 
beyond this record. Steps 116-132 continue until the 
condition (Scan Point = End Point) is true. 
[0049] Once the Scan Point reaches the end of the 

w current erase block 51A. then control passes to step 
120, in which the new Clean Point 54B is set to the cur- 
rent value of the Scan Point. The clean operation then 
tenminates at step 122, and the log-structured file sys- 
tem is ready for another operation. Note that in Figure 7. 

15 after the write module calls the clean-log module to 
clean a block, the block Js immediately erased 98. How- 
ever, this erase step 98 could be deferred until the 
device is idle (/.e., no applications are waiting to run) in 
order to minimize impact to the user. 

20 [0050] Figure 10 sets forth a prefenred mode of 
operation of the portable electronic device shown in Fig- 
ure 1 , in which the clean/erase operations are deferred 
until the device is idle. Beginning at step 150. an inter- 
rupt "wakes" the portable device 10, and an application 

25 is executed 152. This application may be reading and 
writing data to the log, and could be Invoking the clean- 
log operation. At step 154. if applications are continuing 
to operate on the device 10, the system will loop 
between steps 152 and 154. During this time, erase will 

30 only happen if the device runs out of space. 

[0051] Once the device goes idle - meaning no 
applications are waiting to run, control passes to step 
158. At this point, the system detennines if the cun-ent 
position of the Clean Point is beyond the end of the 

35 block demarcated by the current Erase Point If so. then 
control passes to step 98, and this block is erased. The 
Erase Point is moved to the beginning of the next block, 
and control passes back to step 154 to see if additional 
application are waiting to run (i.e., the device is no 

40 longer in the idle state.) 

[0052] If, at step 158. the system detemnined that 
the Clean Point is not beyond the end of the current 
erase block, then the system determines whether the 
current Log Headroom is less than the likely growth of 

45 the log during the next activity cycle. This can be deter- 
mined by knowing the usage pattern of a typical device. 
If, at step 160, the system detennines that it is likely that 
in the next activity cycle that the Log Headroom will be 
inadequate, then control passes to step 96, and the 

50 erase block is cleaned according to Figure 8, and then 
erased 98. If there is sufficient Log Headroom, then the 
device simply enters a low-power sleep mode 162 
where it waits for the next inten-upt to occur. 
[0053] The prefen-ed embodiment of the invention 

55 described with reference to the drawing figures is pre- 
sented only as an example of the technology, which is 
defined by the claims. Other elements, steps, methods 
and techniques that are insubstantially different from 
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present invention. 



Claims 




1 . A portable electronic device, comprising: 
a microprocessor; 

an electrically erasable flash memory store; 
a two-way radio-frequency transceiver; and 10 
a log-structured file system for storing data in 
the flash memory store, the log-structure file 
system including: (a) a write software module 
for writing data to the flash memory as a 
sequence of contiguous records; (b) a read is 
software module for reading data from the flash 
memory using a plurality of memory mapped 
pointers into the flash memory store; and (c) a 
clean-log software module for cleaning inactive 
records from the flash n^emory store in order to 20 
make room for additional data; 
wherein the microprocessor executes the soft- 
ware modules of the log-structured file system 
in order to write data to the flash memory, read 
data from the flash memory, and clean inactive 25 
records from the fiash memory, and controls 
sending and receiving data from the portable 
electronic device via the two-way radio-fre- 
quency transceiver. 

30 

2. The portable electronic device of claim 1 , further 
comprising: 

a digital signal processor coupled between the 
microprocessor and the two-way radio-fre- 35 
quency transceiver. 

3. The portable electronic device of claim 1. wherein 
the log-structured file system creates at least one 

log in the fiash memory store, the log comprising a 40 
plurality of files linked together as a linked-list, and 
wherein each file includes a plurality of records 
linked together as a linked list. 

4. The portable electronic device of claim 1, wherein 45 
the log-structured file system creates a plurality of 
logs in the flash memory store, at least one log for 
storing relatively-volatile data records and at least 
one log for storing re! atively-in volatile data records. 

50 

5. The portable electronic device of claim 1 , further 
comprising: 

a random access memory for storing the mem- 
ory mapped pointers used by the read software 55 
module to read data from the flash memory 
store. 



the write software module stores each record with a 
header indicating: (oM^ size of the record; (b) 
whether the record isWke or inactive; (c) a rriem- 
ory mapped pointer to the records; and (d) a link to 
another record. 

7. The portable electronic device of claim 1 , further 
comprising: 

a plurality of application programs that read 
and write data to the flash memory store using 
the tog-structured file system. 

8. The portable electronic device of claim 7, wherein 
the plurality of application programs include: an e- 
mail application and at least one of an organizer 
application, a calendar application, a to-do list 
application, an address book application, a billable 
hours application and a timecard application. 

9. The portable electronic device of claim 7. wherein 
an application interacts with the read software mod- 
ule of the log-structured file system for reading data 
from the flash memory store by: (a) the application 
requesting access to a particular data record; (b) 
the read software module accessing the memory 
mapped pointer associated with the particular data 
record: and (c) returning the memory mapped 
pointer to the application, which then uses the 
pointer to directly access the particular data record. 

10. The portable electronic device of claim 1, further 
comprising: 

a user-interface software module; 

a wireless data network protocol software mod- 
ule; 

and an operating system kernel for controlling 
the operation of the log-structured file system 
software modules, the user-interface software 
module, and the wireless data network protocol 
software module. 

11. The portable electronic device of claim 10, further 
comprising: 

a plurality of application programs stored in the 
flash memory store, including at least an e-mail 
application for sending and receiving data via 
the two-way radio-frequency transceiver. 

12. A portable electronic device including a log-struc- 
tured file system for storing a log of contiguous data 
records in a flash memory store, and for reading 
data from the flash memory store using a plurality 



of memory mapped poin^^hat point to the indi- 
vidual data records. 

13. The portable electronic device of claim 12, wherein 
the plurality of memory mapped pointers are stored 
in random access memory. 

14. The portable electronic device of claim 12. wherein 
the plurality of memory mapped pointers are stored 
in an index in the flash memory store. 



ware mo^^ of the log-structured file system 
in order to write data to the flash memory, read 
data from the flash memory, and clean inactive 
data from the flash memory, and controls send- 
5 ing and receiving data from the portable elec- 

tronic device over the wireless digital data 
network via the two-way radio-frequency trans- 
ceiver. 

10 19. A two-way wireless paging computer, comprising: 



15. The portable electronic device of claim 12. further 
including a two-way radio-frequency transceiver for 
sending and receiving data over a wireless data 
network. is 

16, The portable electronic device of claim 12, wherein 
the log-structured file system includes (a) a write 
software module for writing data to the flash mem- 
ory as a sequence of contiguous records; (b) a read 20 
software module for reading data from the flash 
memory using the plurality of memory mapped 
pointers into the flash memory store; and (c) a 
clean-log software module for cleaning inactive 
records from the flash memory store in order to 25 
make room for additional data. 



a microprocessor. 

an RF transceiver for sending and receiving 
data; 

a flash memory store for storing data sent and 
received by the two-way wireless paging com- 
puter; and 

a log-structured file system under the control of 
the microprocessor for storing one or more 
data togs in the flash memory store, the log- 
structured file system including software mod- 
ules for writing contiguous data records to the 
log, for reading data records from the log. and 
for cleaning the log by removing inactive data 
records from the log to make room for new data 
records. 



17. A portable electronic device, including: 

a flash memory store; and 30 

a log-structured file system for storing a plural- 
ity of logs of contiguous data records in the 
flash memory store, and for reading data from 
the flash memory store using a plurality of 35 
memory mapped pointers that point to the indi- 
vidual data records, wherein at least one of the 
logs of contiguous data records stores records 
that change frequently, and at least one other 
log stores data records that change infre- 40 
quentty. 

18. A portable electronic device for sending and receiv- 
ing data via a wireless digital data network, com- 
prising: 45 

a microprocessor, 



an electrically erasable flash memory store; 

a tworway radio-frequency transceiver; and 

a log-structured file system for storing the data 
in the flash memory store, the log-structure file 
system Including a write software module, a 
read software module and a clean-log software 
module; and 

wherein the microprocessor executes the soft- 
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